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ZYXEL Nebula B35

Your Networking Ally

BE— PIREZFIRIRE 7 —{E AP

IREEEFRAA/ERIEMNXE 1 30 {E AP

IREBEEC S EiE A ERTEAITEE) AP 52 7E

FERERDMRIREEASHEN (EX: Fik ~ #5...)

EEREFFRRESR - 81t - 8% - SHEERRAMBLIEE AP
RTH—EHEEMBTYmAZEIRNREE - FEEE VPN RESHHEEM
BEMRZEEK  FEABRLZERERBELSHNGEE

I 7 JRERHE A A 2

2l

FEZL/ DI ~ Z B N\ IR I B RE e 7
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ZYXEL Nebula #RAZE (cont.)
o TEFMAHRERINSEEREMNRARZRFIRAE - EEEPREENIRT
o REIRMENMEIRIRTS - #HEPRBEMNTEH - FBZ5% Server - FFH#
& Server i A& Ly Server =
® AP —RERTE - IEFTHEBLZINEENRTE + LEBRIFMEERTE
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ZYKEL Nebula 8232752 ( cont.)

Your Networking Ally

® REFIEERE - HAAE on-site o] 5eRk
o NEXEMEREZESE (EX: EiHIE)

Headquarters

== Branch A

\
\
\
\
\
% Branch B

\
N Branch C
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ZYXEL Nebula #3252 ( cont.)

Your Networking Ally

o LEZVER  REA—EEEAD
o A—HEERHE - HEMNEEAN
o EEfE - FHE - FRER I LUETTIRIF

Organization | Demo

Ste BRAlLen

NHERER

H2E
EFEd

AEilliE
%

K

— —
S
== - _ e

< £
7 7
i 4
s [/

Branch ’ ,/ Branch/

& ’ 4 E £
[ 4
17 il
e =
Branch B - Branch B
\\
\
E 7 N E 7
% 9
Branch C Branch C
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ZYXEL Nebula 5

Your Networking Ally

o EIHENEE - Server 1EfE
o AEfE{CRYENRETNEE
o 4 FOfEEZEZRM

Powe

15 Z (cont.)

- Server &7].. BEFMH

\’ij ~,
r

,a
s
e Software Upgrade *}'\
Storage
g nebula
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LYXEL Nebula #8252 (cont.)

Your Networking Ally

o ZEERHBRBREMRRS/ I
o HPFEMRENUEZEB Nebula BFRISTHE

Security gateway - Client [Eeliiell v

1.78MB [ 1.04 MB 2 75526 KB) TOP 10 ports
20.0 Mbps

10.0 Mbps

S
TR EmR it IPvd fitkk ~  MAC fitht il m

y 2019-01-18 07:41:03 2019-01-18 192.168.16.40 00:11:32:37:28:8E  LANI

SDER ¥R MACHE P CopoorlBED
ZYWGUESS" WPAZ-PSK AD: 774 192.168.16.39 80211lac

om Z\ﬂF-GUeS' WPA2-PSK 44:00:10:0RCD:7D 192.168.16.45 802.11ac
ZYWGUESS" WPA2-PSK FO:F&:1C:78:B4:AD  192.168.16.89 BUZ”‘]/’WQIH

IyTP-Guest WPA2-PSK 80:E6:50:1D:C6:96 192.168.16.108 80211ac
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ZYKEL Nebula 8232752 ( cont.)

Your Networking Ally

® Nebula Flex
® Nebula Flex Pro
® Nebula %5l

Nebula Nebula Flex
Felx Pro

JEE it A Switch ~ AP AP

LTI GS1920 v2 %51 WAC6303D-S
XGS1930 2% NWAS5123-AC HD
NWA1123-AC %]

e TR BT BT
Nebula & USG, NXC B

Nebula &

Security ~ AP ~
Switch

NSG, NSW, NAP
eVl

Nebula &
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ZYXEL masEne

Your Networking Ally

0 LTIEXTEMIE
- MBEA—#H myzyxel.com 1R5E
https://portal.myzyxel.com/users/sign in

- R E RS EEE L Internet B9 IP Address

- BRIBEEMEEEEL myzyxel.com IR5E T (A 5 B ##—)

A. B AR - MAC Address
B. Nebula App #&# QR code

Login & FEITAHS, iRV o
myzyxel.com M5 (HFE APP #21E) (HIFE APP #0E)

a2
EPRABERG
(HJ{E APP ()

) QT
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https://portal.myzyxel.com/users/sign_in
https://portal.myzyxel.com/users/sign_in

LYXEL Zpatzpeii2 (cont.)

Your Networking Ally

® ZRETEMIE
¢ Firewall(NSG)

a. — &L B EBEE —1@E Firewall
b. it AP & Switch o] P& IP, MAC, Switch Port =5 & 3EE2K

& Switch

a. —EuEFsEE 2@ Switch

b. ITE AR Switch 2 E I PIEBE R 7 TR RE N
¢ AP

o. ILE N ECBHERBEREINMANFT AP

b. AP oJH tag A NE R AER SSID &1

¥
NAP DHCP server

 BREER , BEDA « B ER - HAEERRE/MLE
- BHEQR code HMRE = BHEPHRRBIL!

@ NebulaEIREB PO I —RRTEHFERE |
 MERFEED TEARRTE  TEREEBRRIENENERRT |
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ZYXEL =R

Your Networking Ally

® E=— A http://nebula.zyxel.com
o EIEMETIRAVAH L

IERE AR T4 © myzyxel iw@zyxel.com.iw

X
EA o (ERE

1ge the way you manage | myzyxel.tw@zyxel com.tw £8 - ]
networks.
Improve performance and e e Nebula Professionl Pack
0000000000000

save time. Unizyx Nebula Professional Pack

Your Cloud. Your Business B
EE XYI&R Nebula
. I 7ip Nebula Professional Pack
Experience Live Demo
L] Nebula Professional Pack
nt ;| azyxel.cor
[ ) > Nebula Professional Pack
[o] Password : NebulaDemc
P = Nebula Professional Pack
o Nebula

. 0 5 Nebula Professional Pack

Nebula Professional Pack

SE@ETEH | 10 v
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ZYXEL =R

Your Networking Ally

— AR A EA L Rh

° ”“Eﬂ){—%’&jFﬂ’\EWJ-‘f’AéE’J’fE}EM
o EIECIDIIIAH LR

e EE%_JL,UM

EEE myzyxel.com AE

BB e EA MG Ih R,

B8 AVEX
MSP Portal
s

License transfer
_ 9 OIQGHiZUﬁON

B2

Nebula Professional Pac
Nebula Professional Pac
Nebula Professional Pac

Nebula Professional Pac

Overview

& _B-3F-Bescoo
Brh _B-3F-NST

e " E-AE

et E-iME
AEIIME

HRE M

NCCEERE NcoEEmEERUC) w2 =% OB

2019-08-15

2019-05-03 7 700000000 30

2024-03-25 2 190200000 0

BT :
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ZYXEL =R

Your Networking Ally

— AR A EA L Rh

o i -ELEHF - EfEN
o ZHRE —ZHA& - ULES - BIRERERTE
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LYXEL i=2/ERmE —4A48

Your Networking Ally
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ZYXEL =R

Your Networking Ally

—#H 4% (cont.)

o ZHRE-FEITILEL
-BUNMEE - FE..F
- IEELBRERRE
- EREsEM - Excel ;BEEA

fERESANETAEISERARERSN MAC (AR TR
R B AT - nIbl Ef FERABIERE -
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ZYXEL =R

Your Networking Ally

o HRE-ERERE

..‘H AR FEEER

%HEFHE

—#H%% (cont.)

k.
e fFRtiit (A EAR )

+ Excel

EEARTEATAAERENRN - frebl 2 R TR -
S B B R R A,

O ) T o

BB:EC:AZBI:2571

BE:EC:AT:25:B:72

5C:E2:8C:70:51:50

B&:EC:AZ:B1:25:0D

BE:EC:AJ25FE1A

S172L19142049

5172106141040

5162111141518

S172L19142047

5172106141285

rifit - $BHE

i3 BB EA

NAP203

NAP203

NAP203

NAP203

NAP203

2B (UTC)

2018-04-20 03:25:28
2017-04-27 11:05:46
2016-04-20 03:25:28
2018-04-20 03:25:28

2018-04-23 07:56:21

Tawan

Taiwan

Tawan

Tawan

Taiwan

©2018 2yXEL| 17



ZYXEL =R

Your Networking Ally

—#H%% (cont.)

E. m *—g.s '-.'-
n /u\

- 59K INEE IR “(License)%ﬂ

https://www.zyxel.com/library/assets/solutions/nebula/pdf/nebula-licensing-table.pdf

B - He ZEEETK

%%H}i - UTM, é%ﬁ%?ﬁ*% E[ [FN {D%Y_A
RF . A (o AR

| Nebula EisEhLRE || Nebula 22 RHEE |
LA PITERR — [F1EE2ERR > (HAE/RHE NCC NSS-5P
FHHAFR e OF AAE: OK

HIERAH - 2019-0503 BIHAA - 20190422
2% - 106 X / 682 points #ik - 95 % /193 points

#5P/ # =il

1 $fiNebula Security Points
NSS-SP BRE:

1 $EfiNebula Points
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Your Networking Ally

. ll‘ /u\ II‘E & -I;Q E
_ ﬁ é V\E I-'—
- /,.. I: A

—#H % (cont.)

AR E

e
SR

HEAR P (ihHEE

AN TISERERN P i RER SR FS

MEERSTELE 6N P fukt 5

ABKEEL S » BEBEDSH - ERHE?
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ZYXEL =R

Your Networking Ally

—#H 4% (cont.)

® #Hrs-EIH
-IEEEBABREERER
- A BB IL 2SN = 5P
- SER - R C BEFE - ShEEIE - It

EEE

(S o

B supporiNebuloTeam  nebula.cso@zyxel.comiw  [NGENESION
B supporiNeubloDavid  davidkuo@zyxel.com.iw | Organafion

. Support-TCZyxelcorey  coreyli@zyxel.com.iw Organizafion

2019-01-12

2019-01-1

2019-01-1
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ZYXEL =R

Your Networking Ally

—#H%% (cont.)

® ,.H,;,E‘Ezﬁzrﬁﬂﬁﬁlu\n;é
- Ezjzrﬁfﬁtﬂ,]nlu\n 1—.|HE%§
- #AEEREE ~ 802.1x - VPN & MAC #3:%...

EESIES o

FEREER Rl RRER B RES

GUEST Yes

FHIBREREBER

HMRE (UTC) B|AGR n

rigzyxel.com.iw Never

Username myzyxel.
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ZYXEL =R

Your Networking Ally

—#8%4% (cont.)

® ZHRE-VPN Rk EEIE
- VPN #Ht=[E
- IEEEIL VPN HIIE RS
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ZYXEL {R{ESRE - 525 AR

Your Networking Ally

©2018 2yXEL| 23



ZYXEL i=ER

Your Networking Ally

— 52548 F8 (cont.)

o T

- LB R AR B R E

HREREATENE
Infemet fEFRE & FERER S

D Youtube
s

| B
[

. Facebook
[l Gmail

B une

W Microsoft

WAN BiXE2

<WD~..>

@ 43.32 Kbps 38:78 i 376.6 MB
(CT.EASTF...

195.4 MB

® 44.64 rors

176.6 MB

122.7 MB
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ZYXEL =R

Your Networking Ally

— 52548 F8 (cont.)

o EIE-MEME
REZIEIMEZIERREIRTER

BIELY - BERE Ers

Top SRS (RIS

NSW100-28P 42.72GB

NSW100-28 1392GB

NAP203 1249GB

NSW100-28 8.60GB

NSW100-28 8.51 GB

HEERE2019 Google S0 R 1 (ERER EEMBES

NSW100-28 771GB

NSW100-28 739GB

NAP203 6.11GB

NAP203 503GB

NAP203 476GB

Top SSIDsEH: (IR

AVEX_Staff 6 6.7 % 21.61 GB
AVEX_Guest . 1033 GB

AVEX_Manager 3.1 9 540 GB
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ZYXEL g4Esm

Your Networking Ally

—IhE0HHREE (cont.)

o I iE-ithE A EE
- RE(CFEEHEE
- FHEE £ 7 B mRYE(FiRRR
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ZYXEL =R

Your Networking Ally

—IhE6HHREE (cont.)

o EiE-HHigHiEE
- BEEERENHEREE
- ERSARIS - B Port BB EIESE

E =raicn (O ses-
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ZYXEL =R

Your Networking Ally

—IhE0HHREE (cont.)

® ZHRE- —iXERTE
- IhRAIGE - A8
- IGRAER R EENS -~ AP
- Ih AR5 RE s el 1E B
- DhRA RS HE1E

RETSERREEEE

HE:

APLED 18

BETA
AP B2 Mesh

HRIE Coptive porfol EiZaERT

$tH AD FRB RS

3 RADIUS FIRESHERE

$t# click-to continue B

HRERH AR ERE
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ZYXEL 1B{ER

—IhE0HHREE (cont.)
ail ~E§§EP

H5X %
ETRE
SERTHHENE

AR
BT

ﬁﬁ 8 AP ISR S -

FORGN 715 - 3SR R A R TS EE -

& DHCP HivEHES

ﬁﬁ fidaps o) v LG
8 HEE SRS R R TSR -

B VPN BSRE TSR

WAN EERECEY

RS AES IS E

HE EEEE BN -*g
]
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ZYXEL

Your Networking Ally




ZYXEL A4

Your Networking Ally

o EimiHEiIRERERTE
o Tl

©2018 ZYXEL| 31



7/

ZYXEL EiR4BEs SRR
&&= 2

300 & 4% B {51

SHER (ERRS)

VLAN

RSTP

DHCP Bhi&

RAEOREZEE

AR EEE

EHESH/MAC EEEIE
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ZYXEL p=iE

Your Networking Ally

i

-y

i

il

P Bis13AI

12 il

® HiZ Port FHEEHEMLE

< I < B < I < B < N < B < B < I < N |

(<

Update 10 port

General Setfings

Switch ports

Name
Tags
Enabled
RSTP

STP guard

04:BF6D:1F:C6:08/1
04:BF:6D:1F:C6:08/2
04:BF:6D:1F:C6:08/3
04:BR6D:1F.C6:08/4
04:BF:8D:1F:C4:08/5
04:BF6D:1F:C6:08/6
04:8F:6D:1F:C6:08/7
04:8F:6D:1F:C4:08/8
04:BF6D:1F:C6:08/9

04:BF:6D:1F:C4:08/10

Multiple values

Enable

Enable

Disable

Disable M
Enable M
roadcast (pps) 100 h
Multicast (pps) 100
LF (pps) 100

[pps P,
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ZYXEL 308 4% 5% 137
o HiFiiInskHEAYPortEERILoop Guard
® FPortE%Loop Guard Shutdown - ¥ [EfERE - S5HEFBENMKRE -
® FHRILoop GuardHIPortZERARIRSTP

04:BF:6D:1F:C4:08/14 * *
048F-6D:1F-C6:08/15 P11~20 P21 P22
04EFADIIFCE08/16 LAG

04:BF:6D:1F:C4:08/17
04:BF:6D:1F.C6:08/18
04:BF:6D:1F:C6:08/19

04:BF:6D:1F:C6:08/20 -.

04:BF:6D:1F.C6:08/21 ‘
04:BF:6D:1F:C6:08/22
Name Multiple values ILoop guard Enable

PC |IPCAM
Tags Storm control Disable M
VLAN 1 VLAN 2
Enabled Enable " Broadcast (pps) 100
RSTP Disabls - Mullicast (pps) 100 Qaner
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U4 .o == ~
ZY>‘EL SRS (ERES)
e oTJLLFA Switch ¥ Switch
e TJLAK Switch ¥ Server
® Switch SRR EE BB R IEIE L

syl BE "8 pepepep
f 4 4
P11~20 P21P22
0 Bk D we

® LACPERZALSE

! a ‘ Y

IPCAM
VLAN 2

Qaruar
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ZYXEL VAN

Your Networking Ally

® Access Port
- HP3E L Port
- sHE7E Access Port B AT Tag
® Trunk Port
—7?(:JZKH VLAN Bt =
-7 EEME M E AR B R WME VLAN. Tag @ 2HY

Access Port "Trunk Port AccesgPor NVR
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ZYXEL VLAN ( cont.)

Your Networking Ally

® EiZ PC 3##% Switch B9 Port & Access Port 736 VLAN =

>

FC
= ‘ [ X/ VAN 1
v , .
. 4 04BF:6D:1FC4:0B/10
Q4:BF:60:1F:.CE:08/21
e
v
. Q&:BFa0:1FCe08/ 22
ey gl
Multiple values Leop guard Disable N
Advanced IGMP "
Storm control Disable N
ADIUS 81
Enable = Broadeast (pps)
EHHE - * Multicast |
Enable Multicast [pos)
¥ A . i \
Kfﬂ%@ﬁ‘:& Disable - DLF jalals
| o |
Tala x Typa Accass N
PoE nable - | e
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ZYXEL VAN

Your Networking Ally

® EiZIP Cam;

R

5 v
ik A

(< BN |

( cont.)

7813 Switch B9 Port & Access Port 3

i5E VLAN

(< I <

(< B < B < BN < N < B <

04:BF:40:1

04:8F:80:1

Q4:BF:80:1

04:8F:80:1

04:BF:80:1

Q4:BF:0:1F:

04:8F:80:1

F.C4:0B/14

F.C&:08/13

F:C6:08/16

F.Ca:08/17

FC6:08/18

Co0B/19

F:Cé:0B/20

IPCAM

VLAN 2
Loop guard Disable :
Storm control Disable W

Broadeast [pps)

Multizast (pps) ]

OLF [pps)
Ivoe Cass -
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ZYXEL VLAN

Your Networking Ally

® =21 Switch BY Port #1224 Trunk Port

= v
% A

5 BEEREE R v

( cont.)

Name 5
Tags
Enabled Ericl
RSTP Enable
$TP guard Disable

oF Enab

ni
Part lsolation Disable

Loop guard Disable -
Starm confhol Disable -
Broadcast (pps
Multicast [pps)
DLF (pps)
=L] FUnk -
PVID
Alywed VLAN: @




ZYXEL RSTP

Your Networking Ally

® Root Bridge
-RIFASTP - 1% BB Bk FA K&
g AISwitchfB B ERE A0

BRSSP

BRI IEE (RSTP)

STP bridge 7

STPFIZRRR (R —E BB R ARRIS - fr3ciees
ZH > Fbidge SR/ 5 MAC addressig/\
HiswitchEfliroot bridge

A4076H18% - FikA32768 -

N\

a NN

Bridge &%k
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ZYXEL RSTP (cont.)

Your Networking Ally

o EHAH({tSwitchZE#EAIPortRIEISTP

Switch ports 04:BF:6D:1F:Cé:0B/27

04:BF:6D:1F:C4:0B/28

Name Multiple values

Tags

Fnabled Fnable =
RSTP Enable v
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ZYXEL DHCP Server P&

Your Networking Ally

o JEAZRIDHCP#iiZEPOrt 5
® Client ARAIEEBIDHCP Server - NGB RNIPE L LA

TTT)
STE

wa T y ey =
—=_ Il === I = gl

CIient A — i = —
— Client A — f—
192.168.15.3 10.10.10.50 —
6 .10.10.
DHCP Server JE7£ DHCP DHCP Server

192.168.15.0/24
Server 192.168.15.0/24

10.10.10.0/24
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ZYXEL DHCP Server BhiZ(cont.)

Your Networking Ally

® RIFADHCP{alAk=3FH:E

THBRTE
N

-
VLA
— (R
2818
HiE (REHRERR)

ShERRES
RADIUS IR [RADIUS f=IBREAHHE)

AEEA VAN

EEEA VAN

DHCP felBesSRisE
DHCP {REME

ARt = o
ArPaEaT E .

SR -2 EERA AR
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LYXEL DHCP Server

Your Networking Ally

® SwitchE=E

BR
A

piviia ]
=

Lo
T

po
[+ o]

-
5

ik

DHCP {rlfiia8:
Public IP:
Topology:
RSTP Status:
IGMP Status:
PoE Status:

History:

Configurafion status:

Fimware:

Fhi&E(cont.)

57192.168.15.15 EcIP

192.168.15.35 (£Ef DHCP) #
llE: 192.168.15.1
DNS:192.168.15.1

VLAN: 1

192.168.15.1 §

36.231.123.19%9

Iy

root is ): root bridge priority: .

Disabled

Consumption 0.0/ 375W #

Not up to date

Up to date
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ZYXEL Spagpul=

Your Networking Ally

I

o =EAGFEAIAF Port

_ Name Multiple values Loap guard Disable Y
‘ Tags Storm control Disable i
Enabled Enable ~ Broadcast [pps) 100
RSTP Enable - Mulficast {pps) 100
STP guard Disable B DLF [pps) 100
LLDP Enable v Type Trunk i
PoE Enable M FVID ]
Link Auto-1000M v Allowed VLAN: € al
PoE schedule Unschedule M
Port isolafion Enable T
Bandwidth control Disable v
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ZYXEL S SEE &1

Your Networking Ally

\

|
o EETHISARAIAF Port \ngress
Egress ‘ Q

g
.

Link Auto-1000M M

POE schedule Unschedule B
Port isolation Disable B
.

Bandwidth control Fnable M
Ingress 1000000 Kbps
Egress 1000000 Kbps
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ZYXEL f&

Your Networking Ally

1EBHB/MAC EEEHE

o E=IEREAT
o EIIEFRHEA/MACIEE

E foe v
EE
Password for MAC-Base Auth:
L A

Mame EEEE
RADIUS policy type MAC-Base ™ k i;.'_!-: "l':

Port securty n JE : ﬁ =
113 R+

Limited numbers of MAC address

am R e

RIEEL
Switch ports Switch port are cumently using this policy
Guest
Pl e
i
Name ERESREE User
s TH 3
RACIUS policy type 802.1X v ExH VPN User
Guest VLAN
Port security = ﬁ ﬁ E
PN BB 20:82:CO:BE:0F: Ad
Limited numbers of MAC address
switch ports Switch port are cumently using this policy [T E E:; F0:FD:61:2E:05:22
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|-

LYNEL EREBSHB/MAC BEEEE

Your Networking Ally

o =EZEMNER Switch Port

N

Type Access -
PVID 16

RADIUS policy Open -
open
BEEE

4 ERESHER

(<
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ZYXEL spigesim

Your Networking Ally

REERER

IS HhEE

5% i & [E]

2 ZE Port E4RAKEE
X228 Port ERABEH
Rizs FFrERABPER
#R 5 RlE B SS 4 &R
RRgReE ER D BIER
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ZYXEL zpppmes

, —
Your Networking Ally

® 0Ji%Ei™ Email = APP

Nebula Mobile =

Zyxel Communications Corporation

ETRRIE

TERTBRHENE

FAERE
CHESE fizit

=27

m 7 0 B AP BRERAREREETSEEN -

mfr}ﬁ AR R AR SR

mﬂﬁ fEIihges * L
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ZYXEL 4m3gimisE
o EFCIEAMREIZGHBIEEINRE
® % Port ZEEZE %

NSG100 jes Port 27 <= 27
Speed 1000M/Full
Usage 507 GB

Ol Bzl Ear

Bescool-AP2

BescoolAP]
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ZYXEL s

Your Networking Ally

a3 / 04:BF:6D:1F:C6:0B

® MAGfREEMI S
. E ﬁgz qz E i Taichung_IYXEL_Office
. }E IH \7\=J\ MAC fitt: 04:BF:6D:1F:Cé:08

R 5162104000006 [NSW1(

Corey_Test * ERNIL

A Switch E£E#E 1 lif 2 BF AP 81

132/ 04:BF:6D:1F:.C6:0B | _
s
HiTiad6E

2 04:BF:4D:1F:CE:08 BEERE o

04:BF:6D: 1F:Cé:0B

$1421.04000004 (NSW100-28
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ZYXEL g1 EEl(cont.)

Your Networking Ally

o I Ask{Amtazh Bt
e SN FEIE
® iAfiE

B
&

3 A

SEL

—_p E : 5 == ) _

AZRE EETER

28 TC_Office
ﬂi".* _E. Hri BEhHARALR(E
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BRAAE
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o
—

#5<8 IP/MAC &3

HioHs

TX/RX £ 308,437 pkis [ 112,471 pkis 192.148.1.57

TX/RX &iE: 7.167 pkis / 2,402 pkis 179.16.10.44

7,174 pkis { 324 pkis

192.168.1.56
0 pkt / 0 pkt

172.16.10.54
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Report Rx:
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Report Drops:
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Manufac 20-

oE . ol B VAN EEHR LR wvetist [
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39:40 20150 4D 172.16.10.61 .
Edit Nome
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ZAi:

L2 & RSTUBRIN 0.27.50:1F.Co08

B3 mE:

B o

EEF:

Not mirroring traffic : NAP102

E{tHs

2019-01-29 10:00
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1:45 DEBUG : g INTERFACE

4 DEBUG 0 inferface INTERFACE
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inferface INTERFACE

inferface INTERFACE
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Conﬁgurclllon backup & restore
gl L (Mo snapshot backups saved yet)
] e A A
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* Uplink port 3¢ E B THEL A 1R B
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O Configuration backup & restore
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SRR IEER IR FI AR E

- EX: RMA %238

Configurafion backup & restore

Site[s) settings

Switch seffings

=32

[Mo snapshot backups saved yet)

Backup Switch Descripfion Model

D:34:BC Jeff fest ~ NSW100-28P 2019-01-29 1

Festore frombockup: YNGR TTR

Restore fo device(s): Select some device
Select some dev
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04:BF:6D:1F:Cé:0B

=[5 (cont.)
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BEXIPERE

- WAN IP 2 i &
- LAN 7T H & E %
Frkis R AlECE
NAT Bc&
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VPN
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- L2TP VPN

UTM If&E

ElnZERE
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e WANIP BxEE
- E%E IP
- PPPoE

MEZE: admin
TR 1234

- WAN IP &3 (cont.)

CONFIGURATION et |

Configuration
: ’

L:b * 554 o Edit] &
2 | I .
= ser #  Connection Type Name
* 1JSB Storage
. 1 DHCP wanl

.7 Edit Ethernet 2% | Edit Ethemnet

Configuration Configuration

IConnect\on Type: PPROE w7 I IConnection Type: Ethernet Fixed IP v

Authentication Type: Chap/Pap 7 WAN IP: [7]

Username: m@ Subnet Mask:
RiatmatnConfiny m@ DNS Servar:

Nailed-Up
WAN TP:

Gateway:

DNS Server:

0K Cancel

Cancel
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® ILEREIULEES VPN
- BN E E I 2B E R FE
- B3 NAT B8 Port A IEN L2 RS

® L2TP VPN
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192.168.12.33

©2018 ZYxELI 98



ZYXEL VPN 327 — DL L4405 2E

Your Networking Ally

FTP Server Mail Server

o ILELEIRELY VPN 162.168.1.11 192.168.1.10
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e WAN N4 EH=

® VPN fERRE#AET

o FRAFEMAEDM

Security gateway - Summary report

WAN1 usage ( &85t 17.60 GB

15.0 Mbps

10.0 Mbps

5.0 Mbps

0 bps

VPN usage ( 5t 114.60 MB

100.0 Kbps

50.0 Kbps

874.94 MB ¥ 16.75 GB)

38.38 MB ¥ 76.21 M8)

10.168.1.101

android

231 GB
246 GB

240 GB

208 GB

882.56 MB
879.55MB 5.
564.44 MB
55791 MB 3.3

442.03 MB
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BE—EIGEZ NSG [E T & E 4R IE B RYIRRR

Security gateway - Client
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1.38GB (X 1.21 GB

2019-02-01 09:46:09
2019-02-01 09:46:09
2019-02-01 09:46:09
7 2019-02-01 09:46:09
2019-02-01 09:46:09
2019-02-01 09:46:09

2012-02-01 09:46:09

54.91 MB)

2019-02-01 11:42:36 5

2019-02-01 11:42:36 5

2019-02-01 11:156:15 5

2019-02-01 11:30:26 5

2019-02-01 11:33:32

2019-02-01 11:45:36 5

2019-02-01 11:45:36 5
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o HA - HIMRARIERSHALHEN
- O S E SR RIS SR F M B H &R

Security gateway - Event log

EREINE
Auth
PERREERE

2019-02-01 11:45

< Bt wEr ) W e EREEES Client Status
REAE
£ DHCP

2019-01-31 11:50:44 firewall 61.228.167.3 114324120 N iR

BaskE
2019-01-31 11:50:47 frewall 114.32.75.85 114.32.4.120 | ———
2019-01-31 11:50:48 firewall 114.32.9.23 114.32.4.120 Match defaulf rule, DROP

2019-01-31 11:50:56 firewall 186.95.201.174 114.32.4.120 Match default rule, DROP
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Dear Customer,

You have registered a new occount at Nebula. To activate your acco

| Acfivate Account |

[f you are a Iyxel reseller and wish o gain reseller account privileges
Activate the account first (a3 indicated above)
Contact your local Iyxel sales representative
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hitg:/ fwww.zyxel.com/obout zyxel/zyxel worldwide shiml

**This is an outomatically generated email, please do not reply™

Best Regards,
The Mebula Team,
Iyxel Communications Corp.
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Your Networking Ally

RUENELARE - EAREZHIR "Submit, &

AR AmMEERZEEARE - 51 (Skip) BHBILARE
MPSERZZRE - BMAEMAILBEMEAZE AR - BEZE
R EBSZBEEZEA - MESHRLZEF KT (Skip) Bk

Set Your Password Setup Two-Factor Authentication?

To get stronger security for your Zyxel account, please
proceed to setup two-factor authentication.

skip I“
e.________________________________________________________________________________________________a
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Your Networking Ally
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Your Networking Ally
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Your Networking Ally
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Create administrator
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Your Networking Ally

o ITFH 0 - TIBIaS (Site)
o ZHEMMAMEES  MELE  TRBEHRAD  MABSERER

Create administrator
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BTHE: yukal.chen@zyxel.com.tw
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ZYXEL

Your Networking Ally

F& Nebula APP

© Nebula APP#riE3EE - INA(Site)
ZFH# Nebula APP - EAILEEIESIRSE - EILSMIZIZHRE

<& IOS(App Store) Android(Play & E)#=Nebula APP

¢ APPRE - REEMHREESSERERF
9 Nebula Mobile
Zyxel Communications Corp.
IR

aaaaaaaaaaaa —
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Nebula APP | 0 o
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Nebula MobilesB 5] BRBSTA 2 EES404RAE -
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Your Networking Ally

® Nebula APPH#IZ4EE - INA(Site)
¢ FHQR Codel#EFB e M ASite

Site A v Cancel Done
(6]
2? Dashboard AP Dashboard : ﬂ
MSP Portal Organization / Site
AP Status Switch Status v SNEBAEIR.. / Site A

[

0/1 1/1

A online online K .. a
Orconizat 3 o
SNBHAEI... | Nebula ProPack | 0% Oo/D !
Heavy loading Heavy loading Add New Device 9

= ™
Site [
1 e
+Create New Site /1 0 =
online @
SiteA v/
@ Top Gateway Clients
7YTP1298-03 9 0] NAPZ(.B . e e
8. B8.EC:A3:25:F6.CE  S172L06141167
7YTP1298-N3
-\ s N\
il ? ?G_)] £ @
Home WiFi Sitemap Org More

© Gateway Status @ AP Clients
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Your Networking Ally

B AE Ut =0

® Nebula APPHTIZEEE - NA(Site)
¢ [FEARBEERINEE - LERETENGPSER

<

Switch Status Q

11

0
Online Switches @ Online SW Clients

BC:99:11:.CT:FC:EA 3

(6S1920-24HP

Device Name

BC:99:11:C1:FC:EA

Installed Location

0 404 EAahHIEATRI5E1318

@

Details G

Location photo

@Turn Locator LED on
Model Name (6S1920-24HP
Status *Online
LANIP 192.168.1.35
Public IP 59.125.27.84
MAC Address BC:99:11:.C1:FC:EA
Serial Number $182L44002541
Configuration Not up to date
2 4 6 8 10 12 14 16
Move to site Reboot device

Cancel Details

Device Name

BC:99:11:C1:FCEA

Save

Installed Location
4048 EEPTHIERATRTSB1315

o 4

Would you like to use the GPS
coordinates of the photo to update
the device installed location?

Cancel Yes
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Your Networking Ally
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ZYXEL 2% NSG WAN (option)
o FFETE IP s PPPoE EE A EEMILZEINEE
® TFHEZIESE/ZRTE > admin/1234
® EFZ IP > 192.168.1.1

ZY)EL nsc100
CONFIGURATION
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Your Networking Ally

® RE/MFMBRMARER LANMERETE
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BT
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Local LAN
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Your Networking Ally

(cont.)

o [RilEHERI4EEE AP HBEE L Internet

FiEmEs Port Group

VLAMI1 255.255.255.0 Port Group 1 ™
Port Group 1 ¥
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Your Networking Ally

(cont.)

® NAT ¥ FERT
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Your Networking Ally

® REFEH SSID

SSIDs
Enzd  EAFEGSD W) ]

We use cookies fo improve vour expenience. B

Sk
WLANRZ# Open
portal {74 Disable
Capfive portal

2k &

I Modem
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Your Networking Ally

X E= A LA SSID, i &1 3% Z PR I
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SSIDs
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Your Networking Ally

® :Z7TE A_Team SSID R Key INZ2ER3E - i FA RLIE 52 5 BY
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SSID FIFE
SSIDE%HE

e

WLANZ 2 @ win=
FREEEAETEHAEE

0 WPA2 Pre-shared key
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Your Networking Ally

® :xEXE AfEH Facebook ID fi

=% NAP(cont.)

Login

SSID: A Team_Guest v I

SSID FTFRtE

SSIDEE Broadcast this 351D

i Always on Ml GERE

WLANZ2 O i

EREREARTEAEE

. WPA2 Pre-shared key
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0 s

My RADIUS server

Walled garden Facebook

Captive porlal FHEH
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Mulfiple devices access simultaneously

RHINEE

Allow HTTPS traffic without sign-on

Allow
Layer 2isolafion Block all access until sign-on

Intra-BSS fraffic blocking

©2018 2yXEL |

14
1



ZYXEL NSW 87

Your Networking Ally

® RN Loop BALE#EH. Uplink BRSM

iR

Last 2 hours

Port]

Port2

Marne Multiple values
Tags

Enabled Enable

RSTP Disable

LLDP Encble

FoE Enable

Link Auto-1000M
PoE schedule Unschedule

Loop guard Encble y
Storm confral Disable N
Broadcast (pps) 100
Multicast (pps) 100
DLF (pp3) 100
Type Trunk v
PVID 1

Allowed VLANs €

all
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Your Networking Ally

® FIEY DHCP Server FhzE#:l.

Aot
BT 2

192.168.8.1

IP: 10.0.0.33/24
GW:10.0.0.1
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Your Networking Ally

® FHRN DHCP Server PhzE€tl.

DHCP fallgsshhaE

DHCP felm5E
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Your Networking Ally
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Your Networking Ally

NSG
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Site-fo-Site VPN
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